
Networking ideas and skills are crucial for redefining mobility, requiring a 
strong IT infrastructure and expertise in IT security. These experts must 
have a comprehensive approach to IT security and develop counter-
measures using innovative solutions with passion, teamwork, and 
attention to detail.

IT Security Specialist (f/m/x)

What awaits you?
 Assess potential security risks and vulnerabilities, and implement 

mitigation strategies.
 Review and audit local IT providers' infrastructures to ensure security.
 Enforce compliance with security policies and collaborate with HQ 

teams on updates.
 Manage access controls and monitor user activities to prevent 

unauthorized access.
 Develop incident response and disaster recovery plans and lead 

responses to security incidents.
 Provide security awareness training for IT employees and ensure 

compliance with regulatory requirements.

What you should bring along?
 University Degree in IT, Science, Engineering or related.
 Knowledge of Security Protocols and Technologies. 
 Good knowledge on Cybersecurity.
 Experience in management of IT Security (certification CISSP is 

desirable).

 Experience in Security Incident Response and Forensics.
 Familiarity with Cloud Security (certification CCSP and CCSK is 

desirable).
 High level of English.
 Ability to work in multicultural teams.
 Strong analytical, process orientation, communication, and 

organizational skills.

What you can look forward to?
 Challenging projects with which we are shaping the mobility of 

tomorrow.
 Wide range of personal and professional development 

opportunities.
 Attractive and performance-related remuneration.
 Annual special payments based on corporate and personal results.
 Flexible working hours and mobile work.
 Employee car rental programme.
 Access to healthcare services.

Subsidised meals at the company cafeteria.

AN IT SYSTEM IS ONLY AS                         
GOOD AS ITS SECURITY.
SHARE YOUR PASSION.

Are you looking for an exciting challenge? Then join our team. We look 
forward to receiving your application. Send us your updated CV to 
rrhh.bmwbank@bmw.es including the job tittle in the subject.




